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loT networks protocol validation, a look back
- Orange Labs working on WSN protocols since 2002
- ARESA1 demo (2008)

— 86 nodes, full source code, in-band limited monitoring
- ARESA1 demo (2009)

— 56 nodes, Coronis black-box radio, in-band limited monitoring
- Dec 2013 OLRE / ARESA2 demo

— a 82-node fully observable platform (SensOrlLabs)
— out of band monitoring, systemic approach to observability
— Coronis partnership

ARESA2/ SensOrlab
SensOrlLabs . V2

2008 2010 2012 2014 2016
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the SensOrLabs platform

—

Orangelabs
intranet

- largely Senslab-inspired, but

— rewrote infrastructure software

— redesigned “gateway” board assembly
— redesigned power monitoring board

— hosted Elster/Coronis Excelyo nodes

- 82 nodes at Orange Labs Meylan

— plugged into any site Ethernet socket

82 devices
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an observability toolchain

a major hand-holding effort

= open node code instrumentation
= Observability message compression

= power monitoring processed
similarly

= event timestamping
- PCAP encapsulation
- flow multiplexing

- Wireshark as a general event
browsing and display tool
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an underlying model for the network

= nodes, entities
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an underlying model for the network (2)

nodes, entities

links

packets

already applied to very
different comm. stacks
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a taxonomy of observability events

Hexadecimal value

Event name
(1 byte)
EVENT_NODE_ADD 0x00
EVENT_NODE_PROPERTY_ADD 0x01
EVENT_NODE_PROPERTY_UPDATE 0x02
EVENT_NODE_REMOVE 0x03
EVENT_ENTITY_ADD 0x10
EVENT_ENTITY_PROPERTY_ADD 0x11
EVENT_ENTITY_PROPERTY_UPDATE 0x12
EVENT_ENTITY_REMOVE 0x13
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a taxonomy of observability events (2)

Hexadecimal value

Event name
14 L..a_\

EVENT_LINK_ADD 0x20
Ev

EVENT_LINK_PROPERTY_ADD 0x21
EV

EVENT_LINK_PROPERTY_UPDATE 0x22
E\

EVENT_LINK_REMOVE 0x23
E\

EVENT_FRAME_PRODUCE 0x30
EV

EVENT_FRAME_PROPERTY_ADD 0x31
£ EVENT_FRAME_PROPERTY_UPDATE 0x32
EV EVENT_FRAME_DATA_UPDATE 0x33
EV EVENT_FRAME_TX 0x34

EVENT_FRAME_RX 0x35

EVENT_FRAME_CONSUME 0x36

- Wireshark dissectors remain
totally generic

— assuming the network model
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Staged timestamping and PCAP encapsulation

- log time spent in event buffer event
, , Open Node
— in open node clock ticks (relative time)
= compute serialization time S < =1 | S
- insert (adjusted) absolute time Gateway ,
(absolute time) Tlmg—
stamping
NTP
I """""" ¥y
- restore platform-wide time SensOrLabs T\;ﬂi?gng
monotonicity server 9

l
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Wireshark output

( ‘ 1109-2013-12-03-18h23m.pcap [Wireshark 1.10.2 (SVN Rev 51934 from /trunk-1.10)] @Eﬂ Open
[Eile Edt View Go Capture Analyze Statistics Telephony Tools Intemals Help =S Node
Filter: | observability.event |= NodeUpdate E] Expression... Clear Apply Save
Time Node Protocol Event Info Type -
2013-12-03 19:29:38.61790800 23 6LowWave NetifyFrameTx [2.5] 6LowWave notifies frame with local ID: 71 Observability message
2013-12-03 19:29:38.62233100 23 WavenisMAC NotifyFrameTx [2] WavenisMAC notifies frame with local ID: 71 Observability message
2013-12-03 19:29:38.68517300 23 Hardware TransmitFrame [1] Hardware transmit frame with local ID: 71 Observability message
2013-12-03 19:29:38.70180200 41 RPL ConsumeFrame [3] RPL consumes frame with local ID: 57 [ type : DIO | Observability message I 3 o Time-
2013-12-03 19:29:38.70673200 39 RPL ConsumeFrame [3] RPL consumes frame with local ID: 52 [ type : DIO ] Observability message g o] .
2013-12-03 19:29:38.75609200 38 RPL Linkadd [3] RPL adds link with targets: [ localAddress : fe80::1ae0:4cff:fe30:171 ] with Observability message Gateway 2. £ ] stamping
2013-12-03 19:29:38.75611200 37 RPL ProduceFrame [3] RPL produces frame with local ID: 55 [ type : DAO ] Observability message Q 2 PCAP
2013-12-03 19:29:38.77014600 37 GLowWave NotifyFrameTx [2.5] 6LowWave notifies frame with local ID: 55 Observability message )
2013-12-03 19:29:38.77039100 37 WavenisMAC  NotifyFrameTx [2] WavenisMAC notifies frame with local ID: 55 Observability message Il
2013-12-03 19:29:38.82806600 37 Hardware TransmitFrame [1] Hardware transmit frame with local ID: 55 Observability message || T T T T T T T T TT T mmmm e m O -
2013-12-03 19:29:38.89603700 38 RPL LinkRemove [3] RPL remaoves link with targets: [ localAddress : feg0::1ae0:4cff:fe30:171 ] \Observability message ‘:l
2013-12-03 19:29:38.90475500 38 RPL ConsumeFrame [3] RPL consumes frame with local ID: 58 [ type : DIO ] Observability message SensOrlabs .
2013-12-03 19:29:39.08340600 ProduceFrame [3] RPL produces frame with local ID: 54 [ type : DAO ] Observability message MUX|ng
2013-12-03 19:29:39.09270500 27 6LowWave NotifyFrameTx [2.5] 6LowWave notifies frame with local ID: 54 Observability message server
2013-12-03 19:29:39.09754100 27 WavenisMAC NotifyFrameTx [2] WavenisMAC notifies frame with local ID: 54 Observability message
2013-12-03 19:29:39.15541300 27 Hardware TransmitFrame [1] Hardware transmit frame with local ID: 54 Observability message || "~~~ """ TTTTTTTTT T T T T E AT -
2013-12-03 19:29:39.22624100 56 RPL ProduceFrame [3] RPL produces frame with local ID: 64 [ type : DIO ] Observability message X
2013-12-03 19:29:39.23548700 56 6LowWave NotifyFrameTx [2.5] 6LowWave notifies frame with local ID: 64 Observability message -
2013-12-03 19:29:39.24036800 56 WavenisMAC NotifyFrameTx [2] WavenisMAC notifies frame with local ID: 64 Observability message I
2013-12-03 19:29:39.29769600 31 RPL ProduceFrame [3] RPL produces frame with local ID: 51 [ type : DAO ] Observability message
2013-12-03 19:29:39.30219300 56 Hardware TransmitFrame [1] Hardware transmit frame with local ID: 64 Observability message
2013-12-03 19:29:39.30702400 31 6LowWave NotifyFrameTx [2.5] 6LowWave notifies frame with local ID: 51 Observability message .
< = n — = = | - o »
& Internet Protocol Version 6, Src: fe80::1ae0:4cff:fe30:149 (fe80::1ae0:4cff:fe30:149), Dst: { » | 0000 FENIEFEE T ERTE S0 SE S EEETOET
0110 .... = Version: 6 0010

= " 0020
@ .... 0000 0000 .... .... ccce cuee weee = Traffic class: 0x00000000 PO -0 4c ff fe 30 01 5fob 02 be c8 00 80 00 10 0
Gai i 0000 0000 0000 0000 0000 = Flowlabel: 0x00000000 M LE12 00 20 00 00 00 00 00 00 00 00 1a e0 4c ff fi
Payload length: 50 0050
Next header: ICMPv6 (58) L1V00 1a e0 4c fffe 30 01 5f0c 00 0500 04 00 74j..L.0. ......

Hop limit: 64 Wiy (V79 70 65 00 44 41 4f 00
Source: feg80::1ae0:4cff:fe30:149 (fe80::1ae0:4cff:fe30:149)
[Source SA MAC: 18:e0:4¢:30:01:49 (18:e0:4¢:30:01:49)]
Destination: fe80::1ae0:4cff:fe30:15f (fe80::1ae0:4 cff:fe30:15f)
[Destination SA MAC: 18:e0:4¢:30:01:5f (18:20:4¢:30:01:5f)]
[Source GeolP: Unknown]

[Destination GeolP: Unknown]

= Internet Control Message Protocol v6
Type: RPL Control (155)

Code: 2 (Destination Advertisement Object)

m

Checksum: 0xbcc8 [correct] I
RPLInstancelD: 0
@ Flags: 0x80 W
Reserved: 00 a
< [ — = mn r
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Orange Labs Network visualizer
7 1 Sensortabs: Network Visu: * N G e ame——— g— A
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‘ i Applications M serveur SensOrlabs M| Convertisseurdeco.. [ '] Sensorlabs: Networ...

Import data Switches

Force

Visualize data

Layer selector

Hardware
Node: 29

Hardware 5 6LowWave
latitude - 45.210117
longitude : 5.795344
nodeld - 29
energyConsumed-est (J) - 4. 917450958374025
txPower:- 3
PacketRXCount - 7
PacketTXCount - 8 v ‘ Node Rules
energyConsumed(J) - 3. 869119100000005 5
WavenisMAC
address - 1a:e0:4c:30:01:56

RPL

globalAddress © : :1ae0:4cff:fe30:156
localAddress - fe80::1ae0:4cff:fe30:156
nodeType - ROUTER

rankHop : 4

ranklqgl -1

Application

Application
globalAddress - : :1ae0:4cff:Fe30:156
6LowWave

compression : False

10:57:22.2
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The way forward (1)

- Write “observability event format” specifications
- Make these specifications public

= Submit associated Wireshark dissectors for commit

- Provide Open Source observability libraries
— OpenWSN, Contiki, TinyOS, RIOT, FreeRTOS
— might use a little help on this

- Actually instrument some stacks
— OpenWSN

— Contiki
— LoRaWAN
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The way forward (2)

= Version 2 of SensOrlLab

— ‘“standard” open node interface

— more generic “gateway” board (Raspberry PI2)
— GPS synchronization, enhanced timestamping/reordering
— improved current sensing board (optional)
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The way forward (3)

= Apply observability technigues to in-band monitoring research

completeness/cost trade-off
monitoring info compression
susceptibility to packet loss

blend into existing protocols
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thank you
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